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Zusammenfassung

"Hacken" ist langst nicht mehr nur Hobby. WTF? CTF!

Was ist ein "Capture The Flag", wie passt das in die aktuelle Menge aus Security
Buzzwords, welchen Nutzen kann ich daraus ziehen und wie fange ich an?

Es werden ein paar einfache Plattformen und Veranstaltungen zum starten und iiben
gezeigt. Dem folgen Spielarten, Wege "hacken" zu lernen, und ein Ausblick auf
berufliche Moglichkeiten.

Der Vortrag richtet sich an Einsteiger.
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hubertf - Dr. Hubert Feyrer

fun Betriebssysteme (NetBSD), Open Source (pkgsrc),
IT-/Information Security, Capture the Flag, Geocaching
Erster 3C Congress Vortrag vor 20 Jahren

profit Cyber Security, Information Security, IT-Security
Product Security

contact EMail: hubertf@gmzx.de
Others: @hubertf | @huberteff | @hubertf@mastdodon.social
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Einfuhrung
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CAPTURE THE FLAG

SCHNAPP' DIR DIE FLAGGE!
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Einfuhrung
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Einfuhrung - Sicherheit

Wert - Asset
Bedrohung

Schutz
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Einfuhrung - Schutz S\

Breite

Tiefe
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Verteidigung
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Verteidigung - Checklisten

Technik & (viel) Organisation

Gesetze Datenschutz - DSGVO
Kritische Infrastruktur - NIS-2
Produkte - Cyber Resilience Act

Standards National: BSI Grundschutz, US NIST
International: ISO 27001

Organisationsintern - "Best Practice”
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Verteidigung - Technik

Erkennung - Logfiles

Auswertung & Analyse
Nachverfolgung

=> Cyber Threat Intelligence (TI/CTI)
=> Indicators of Compromise (IoC)

=> Threat Hunting (TH)

=> Incident Response (IR)

=> Security Operations Center (SOC)
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Angriff
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Angriff

e Finden und ausnutzen von Schwachstellen -> Technische Tiefe

e Wozu?

o  Angriffe erkennen -> Blue Teaming, Threat Hunting
o  Angriffe verhindern / verfolgen -> Sicherheit, Cyber Crime, Attribution
o  Produkte verbessern -> Pentesting

e Wie lernen?w
o  Lesen -> passiv,behavioristisches Lernmodell = gut fiir einfache Themen

o Uben -> aktiv, konstruktivistisches Lernmodell = gut fiir komplexe Themen
o  Ubungen: Cyber Ranges, Capture The Flag (CTF)

[1] Feyrer: System Administration Training in the Virtual Unix Lab, 2008; https:/www.feyrer.de/vulab/
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CTF - wo anfangen?
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Anfangen: Try Hack Me
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StuxCTF

Crypto, serealization, priv scalation and more ...!
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THM AttackBox

Target Machine Information

Terminal
Title Target IP Address Expires
StuxnetCTF 10.10.77.45 © 33min9s Tools
-

Additional Tools

-10-10-80-76;

Read user.txt and root.txt e F Ed rch Terminal Help

root@ip-10-16- # ping 10.10.77.45

PING 10.10.77.45 (10.10.77.45) 56(84) bytes of data.

64 bytes from 10.10.77.45: icmp_seq=1 ttl=64 time=2.31 ms
Answer the questions below o; bytes from 10.10.77.45: icmp_s 3.52 ms

16.10.77.45 ping statistics
user.txt 2 packets transmitted, 2 received, 0% packet lo
rtt min/avg/max/mdev = 2. 2.917/3.520/0.604
ip-10 ) # nmap 10.10.77.45

time 16003ms

<4 Submit

Starting Nmap 7.60 ( htt
Nmap scan for ip-1¢
root.txt Host is up (0.60045s latency).
Not shown: 998 closed ports
PORT STATE SERVICE

cp open ssh

cp open http
Address: ©2:5A:26:1E:

/nmap.org ) at 2024-10-17 19:29 BST

4 Submit

7D (Unknown)

What is the hidden directory o

(1 host up) scanned in 1.76 seconds

Nmap done IP address

|

bmodp,g”Cmodp

<4 Submit

10-77-45.eu-west-1.compute.internal (10.10.77.4



Anfangen: Over The Wire

Bandit
Natas
Leviathan
Krypton
Narnia
Behemoth
Utumno
Maze
Vortex
Manpage
Drifter
FormulaOne

Offine

Semtex

HES2010
Abraxas
Monxla
Kishi

OvermheWire

updated
Wargames Rules Information We're hackers, and we are good-looking. We are the 1%.

Wargames

The wargames offered by the OverTheWire community can help you to learn and practice security concepts in the form of fun-filled games.
To find out more about a certain wargame, just visit its page linked from the menu on the left.

If you have a problem, a question or a suggestion, you can join us via chat.

Suggested order to play the games in Bandit: Unix/Linux Shell, ssh, cron, git
- Bani Natas: Web, PHP
o, onn prhiaes wKomion Krypton: Kryptographie
e Cenemoth Leviathan: Reverse Engineering
N umno . .
i Utumno, Maze: Binary Exploits

Each shell game has its own SSH port

Information about how to connect to each game using SSH, is provided in the top left corner of the page. Keep in mind that every game uses a different SSH port.



SSH Information
Host: bandit.labs.overthewire.org
Port: 2220

Banci

Level 0

Level 0 — Level 1
Level 1 — Level 2
Level 2 — Level 3
Level 3 — Level 4
Level 4 — Level 5
Level 5 — Level 6
Level 6 — Level 7
Level 7 — Level 8
Level 8 — Level 9
Level 9 — Level 10
Level 10 — Level 11
Level 11 — Level 12
Level 12 — Level 13
Level 13 — Level 14
Level 14 — Level 15
Level 15 — Level 16
Level 16 — Level 17
Level 17 — Level 18
Level 18 — Level 19
Level 19 — Level 20
Level 20 — Level 21

(Donatel) ( Helpr?

Bandit Level O
Level Goal

The goal of this level is for you to log into the game using SSH. The host to which you need to connect is bandit.labs.overthewire.org, on port 2220. The username is bandit0 and the password is bandit0.
Once logged in, go to the Level 1 page to find out how to beat Level 1.

Commands you may need to solve this level
ssh
Helpful Reading Material

Secure Shell (SSH) on Wikipedia
How to use SSH on wikiHow




Anfangen: Over The Wire - Natas

NCTICI8

Level 0

Level 0 — Level 1
Level 1 — Level 2
Level 2 — Level 3
Level 3 — Level 4
Level 4 — Level 5
Level 5 — Level 6
Level 6 — Level 7
Level 7 — Level 8
Level 8 — Level 9
Level 9 — Level 10
Level 10 — Level 11
Level 11 — Level 12
Level 12 — Level 13
Level 13 — Level 14
Level 14 — Level 15
Level 15 — Level 16
Level 16 — Level 17
Level 17 — Level 18
Level 18 — Level 19
Level 19 — Level 20
Level 20 — Level 21
Level 21 — Level 22
Level 22 — Level 23
Level 23 — Level 24

QvermheWire

We're hackers, and we are good-looking. We are the 1%.

Wargames Rules Information

Natas

Natas teaches the basics of serverside web-security.

Each level of natas consists of its own website located at http://natasX natas.labs.overthewire.org, where X is the level number. There is no SSH login. To access a level, enter the username for that level
(e.g. natasO for level 0) and its password.

Each level has access to the password of the next level. Your job is to somehow obtain that next password and level up. All passwords are also stored in /etc/natas_webpass/. E.g. the password for
natas5 is stored in the file /etc/natas_webpass/natas5 and only readable by natas4 and natas5.

Start here:
Username: natas0 £ » C A\ Nicht sicher  view-source:natas0.natas.labs.overthewire.org g . :
Password: natas0 —
URL: http://natas0.natas.labs.overthewire.org Zeilen:mblruch t
1| <html>
2| <head>
< > C /\ Nicht sicher natas0.natas.labs.overthewire.org

NATAS(

<script src="http://natas.labs.overthewire.org/js/jqugx
<script src=http://natas.labs.overthewire.org/js/wech
0| <script>var wechallinfo = { "level": "natas@", "pass'
11 [ <body>

2| <hl>natas@</hl>

13| <div id="content">

14| You can find the r=accuced-fon

script src=
»></head>

You can find the pass

for the next level on this pa
17| </0kvs

8| </body>
a| </html>




Plattformen

Kommerziell:

e Try Hack Me, Hack The Box -> "Premium" Content
e Kommerzielle Cyber Ranges - Ueberblick
e SANS, ISC2, ISACA -> viel Organisatorisches, Zertifizierungen

Weitere CTF Plattformen:

e PicoCTForg -> Lernen & iiben
e Pwn.college -> Binary Exploits

Verwandte:

e HackerOne, YesWeHack, Intigriti -> Bug Bounty (und Pentests etc.)
e LetsDefend.io -> Blue Teaming
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Veranstaltungen

Wochenende:

e Meist, z.B. Hacklu/CTF
e hxp 38C3 CTF - https://2024.ctf.link/

Langere Einzelveranstaltungen:

e Try Hack Me: Advent of Cyber
e Hasso Plattner Institut: Potsdam Cyber Games
e SANS: Holiday Hack Challenge

Meta-Info: https://ctftime.org
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http://hack.lu/CTF
https://2024.ctf.link/
https://ctftime.org

[ T F E TI M E CTFs Upcoming Archive Calendar Teams FAQ Contact us About Sign in

Team rating Aztec Labs is looking for Protocol Security Engineers in the CTF community (especially
among cryptographers)

2024 2023 2022 2021 2020 2019 2018 2017 2016 2015 Past events 3\

2014 2013 2012 2011

With scoreboard All

Place Team Country Rating
w1 kalmarunionen - 1602,209 - Blue Water CTF 2024
Okt. 14, 2024 02:00 UTC | On-line | Weight voting in progress
2 thehackerscrew [ | 1064,050
Place Team Country Points *
3 The Flat Network Society 11 866,858
wi  organizers [ + | 0,000
4 r3kapig 7] 862,180
2 CyKOR . 0,000
5 Blue Water 810,653
3 Super Guesser 0,000
6 CA4T BuT S4D = 728,510
7 if this doesn't work we'll get more for next | 728,438 83 teams total | Tasks and writeups
year =
Securinets CTF Quals 2024
8 Project Sekai 710,108 Okt. 13, 2024 19:00 UTC | On-line | Weight voting in progress
9 idek 660,133 Place Team Country Points
10 organizers [+ | 619,684 ¥  kalmarunionen H 191,180
; . 2 thehackerscrew [ @ | 127,817
Full rating | Rating formula
3 The Flat Network Society il 97,251

Upcoming events 21 3\



CTF - Arten, Tools
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THE NOTABLE OXFORD NAME THAT GOMPOSERS
DINOSAURS woMEN | ENGLISH  insTRument | BELEIUM By counTRy

CTF Arten

$200 $200 $200 $200 $200 $200

$400 $400 $400 $400 $400 $400

® Jeopardy - Kategorien:

Web, OSINT, $600 $600  $600  $600  $600  $600
Reverse Engineering, $800  $800  $800  $800  $800  $800
Binary Exploits, ... $1000 $1000 $1000 $1000 $1000 $1000

e Attack & Defense,
King of the Hill
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CTF - Tools

e Kali Linux

e Unendlich viel mehr:

Windows, Linux Bordmittel
Netzwerk - nmap, nessus, wireshark
Web - curl, burpsuite

SQL Injections - sqlmap

Reverse Engineering - ghidra, cutter

O 0O O O O O

Binary Exploits - pwntools
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(O Low Hanging Fruit (T)

Paterva / Maltego (T)
Overview
Online Nikto scanner

Vulert: U%ated Open Source Vulnerability Database
MITRE A

Exploit DB

Packet Storm

SecurityFocus

osv Vulnerabllnty Libra
Mend Vulnerability Database
etails
CVE SMITRE

OdaE .today

Australlan Cyber Security Centre
Canadian Centre for Cyber Security

IBM X-Force Exchan%e .

Malware Information Sharing Platform
Malware Patrol

AlienVault OTX

FireHOL IP Lists

Mamverse

Proﬁact Honey

(q/mono nThreat Intelllgenoe
misecproject / combin

hostintel - keithjjones |th
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Blueliv Threat Exchange (R)
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Mr.Looquer I0OC Feed - 1st Dual Stack Threat Feed
REScure Cyber Threat Intelligence Project



https://osintframework.com/

CTF - Lernen

e Dasiibliche - Biicher, Videos, Internet, Vorlesungen, MOOC:s, Studium
z.B. Jon Erickson: Hacking- The Art of Exploitation (2nd ed. 2008)

e Writeups
O  https://ctftime.org/writeups

O  Google: ctf siteemedium.com
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Was kommt dann?
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Karrierepfade

NANVE

6 Types of Cyber Security Jobs ¥ e

LR Y CYB

(57 O
i .. A ST Cyner

LA

Security Analyst Security Engineer Security Architect

4o f’::;

Ethical Hacker Chief Information Digital Forensics
Security Officer and Incident Response
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Danke! Fragen?

Danke & Griisse an

- die Maschinenfabrik Reinhausen
- das Mad Monday CTF Team :-)

Kontakt: EMail: hubertf@gmzx.de
Others: @hubertf | @huberteft | @hubertf@mastodon.social
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